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COMMENTARY

Protecting privacy in the age of the Internet:  
Supreme Court of Canada emphasizes Canadians’ right  
to Internet privacy and anonymity
Andrew Bernstein and Laura Redekop of Torys LLP discuss a recent decision from 
Canada’s highest court recognizing citizens’ reasonable expectation of privacy in 
Internet Protocol address information.

COPYRIGHT INFRINGEMENT

Aereo’s online TV service violates copyright law,  
high court rules
By Patrick Hughes, Managing Editor, Westlaw Intellectual Property Daily Briefing

In a 6-3 opinion, the U.S. Supreme Court has handed television networks a major 
victory, finding Aereo Inc.’s service, which allows subscribers to watch over-the-air 
broadcasts online, infringes the copyrights of the networks that own the shows.

REUTERS/Brendan McDermidAereo CEO and founder Chet Kanojia

American Broadcasting Cos. et al. v. Aereo Inc., 
No. 13-461, 2014 WL 2864485 (U.S. June 25, 
2014).

The June 25 decision overturned two previous 
rulings that allowed Aereo to stream copyrighted 
content over the Internet without paying royalties 
to the broadcasters based on the view that the 
shows were not “public performances.”

Darin M. Klemchuk, a managing partner with 
Klemchuk Kubasta LLP in Dallas, who was not 
involved in the case, said the decision “comes 
as a collective breath of relief for television 
broadcasters.” 

Given the pace of technology, however, he said 
this will be a “narrow ruling as other companies 
will develop new technologies to serve public 
demand for video content streaming.”

It may very well have to be “other companies” because, 
according to attorney Robert J. Kenney of Birch, 
Stewart, Kolasch & Birch in Falls Church, Va., “short 
of Aereo negotiating a license fee for the right  
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COMMENTARY

Protecting privacy in the age of the Internet:  
Supreme Court of Canada emphasizes Canadians’ right  
to Internet privacy and anonymity
By Andrew Bernstein, Esq., and Laura Redekop, Esq. 
Torys LLP

Using the information provided by the ISP, 
police obtained a warrant to search the 
accused’s residence; after seizing a computer 
containing child pornography, the accused 
was subsequently charged with several child 
pornography-related offences.  At his trial, the 
accused argued that the “law enforcement 
request” that was made infringed the 
prohibition against unreasonable search 
and seizure under Section 8 of the Canadian 
Charter of Rights and Freedoms, and that 
police should be required to obtain a warrant 
before ISPs provide subscriber information.

REASONABLE EXPECTATION  
OF PRIVACY

In assessing whether Section 8 was engaged, 
the Supreme Court first assessed whether 
the law enforcement request constituted 
a search.  The Court applied the traditional 
Section 8 analysis and found that it would if 
the accused had a reasonable expectation 
of privacy in the information provided 
to the police.  The Court conducted this 

Andrew Bernstein (L), a partner in the Toronto office of Torys LLP, concentrates on business law 
disputes, including intellectual property, commercial litigation and public law matters.  He can be 
reached at abernstein@torys.com.  Laura Redekop (R), an associate at the Toronto office, focuses her 
practice on civil litigation, including corporate, commercial, intellectual property and public law matters.  
She can be reached at lredekop@torys.com.  This article originally appeared in the June 19 issue of  
Torys’ Litigation and Dispute Resolution Bulletin.  Reprinted with permission.  © 2014 by Torys LLP.  

The Supreme Court of Canada has 
recognized Canadians’ right to Internet 
privacy in a recent decision involving Internet 
Protocol address information provided to 
police by an Internet Service Provider, or ISP.  
In R. v. Spencer,1  the SCC unanimously held 
that (i) there is a reasonable expectation of 
privacy in IP account information; and (ii) 
a violation of this reasonable expectation 
is not authorized by the  Criminal Code  or 
the  Personal Information Protection and 
Electronic Documents Act, known as the 
PIPEDA.

BACKGROUND

In  Spencer, police monitored an online 
public peer-to-peer file-sharing site for 
shared folders used for storing and sharing 
child pornography.  Police identified the IP 
address — the number corresponding to 
the particular Internet connection through 
which a computer accesses the Internet — 
associated with the accused’s shared folder 
on the file-sharing site.  This enabled police 
to use publicly available information to find 
the computer’s approximate location and 
ISP.  Police then made a “law enforcement 
request” to the ISP for the subscriber 

information (i.e., the name and address of the 
person using that computer), citing PIPEDA, 
and indicating they were investigating an 
offense under the  Criminal Code.  The ISP 
responded to the request by providing the 
subscriber information.

REUTERS/Chris WattieCanada’s Supreme Court building in Ottawa
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analysis by considering the “totality of 
the circumstances,” including the subject 
matter of the alleged search, the claimant’s 
interest in the subject matter, the claimant’s 
subjective expectation of privacy in the 
subject matter, and whether the claimant’s 
subjective expectation was objectively 
reasonable.

In this case, the Court defined the accused’s 
privacy interest broadly “to account for the 
role that anonymity plays in protecting 
privacy interests online.”  The Court inferred 
a subjective expectation of privacy based on 
the accused’s “use of the network connection 
to transmit sensitive information,” and found 
that, objectively, a reasonable and informed 
person concerned about the protection of 
privacy would expect one’s activities on one’s 
own computer used in one’s own home would 
be private, engaging a direct and personal 
informational privacy interest.  In light of the 
ISP’s terms of service and PIPEDA, the Court 
concluded that an Internet user would not 
reasonably expect that a simple request by 
police would trigger an obligation to disclose 
personal information or defeat the general 
PIPEDA prohibition against the disclosure of 
personal information without consent.

VIOLATION OF PRIVACY NOT 
AUTHORIZED BY LAW

The Court held that because the accused 
had a reasonable expectation of privacy, his 
Section 8 rights were engaged.  It then found 

that the accused’s rights were infringed 
because the search was not authorized 
by law.  The Court noted that the  Criminal 
Code  did not create search and seizure 
powers, as the relevant provision requires 
a production order for a search unless 
disclosure of the information is not prohibited 
by law.  The Court also found that PIPEDA 
similarly prohibits disclosure of information 
unless the requesting government institution 
has “lawful authority” to compel disclosure 
of the information, and so did not create a 
new police search power.

Because the warrant to search the 
residence was obtained based on subscriber 
information that was unconstitutionally 
obtained, there were not adequate grounds 
to sustain the warrant, and the search of the 
residence was therefore unlawful (though it 
went on to find the evidence admissible as its 
exclusion would bring the administration of 
justice into disrepute).

IMPLICATIONS

The decision in  Spencer  has implications 
beyond IP address information for third-
party individuals or companies possessing 
customer or user personal information.  In 
particular, the Supreme Court has made 
it clear that the threshold for engaging 
constitutional protection of privacy rights over 
Internet-accessible personal information is 
low, and the threshold for justifying disclosure 
of this personal information is high.

WHEN IS THERE A REASONABLE 
EXPECTATION OF PRIVACY?

The Court extended the definition of 
privacy interests to account for the unique 
role anonymity plays in protecting privacy 
interests of Internet users.  Third parties 
should be aware that, even where user 
information may be tracked and where users 
are publically communicating information 
online, users expect that online activity will 
not be identified with the person performing 
that activity.  Where personal information 
would tend to link particular kinds of 
information to identifiable individuals 
(for example, in the way that subscriber 
information effectively links a specific person 
to specific activities), by the Court’s definition, 
a reasonable expectation of anonymity — 
and constitutional protection — is engaged.  
Indeed, it is clear that even where contract 
terms or terms of use stipulate that personal 
information may be provided to police 
without a user’s consent where required 
by law, a user may still have a reasonable 
expectation of privacy.

WHEN SHOULD PERSONAL 
INFORMATION BE DISCLOSED?

The Court emphasized that third parties 
holding personal information are not 
required to, and in many instances should 
not, disclose personal information in 
response to a simple request for information 
without a warrant, even where the request 
is from police.  The Court recognized that 
a third party may detect illegal activity and 
“of its own motion” report it to the police.  
However, third parties should have clear 
and consistent disclosure procedures or 
policies for dealing with requests for this 
information to properly inform and comply 
with the reasonable expectations of privacy 
of customers or users.  

POTENTIAL LEGISLATIVE IMPACT

It remains to be seen whether  Spencer  will 
impact currently proposed legislation that 
trends toward lowering protection of Internet 
users.  The more controversial provisions 
of Bill C-13 (the Protecting Canadians from 
Online Crime Act  or the “cyberbullying bill”) 
and Bill S-4 (the Digital Privacy Act) lower 
the threshold for police to obtain a warrant 
(requiring only “reasonable grounds for 
suspicion”), grant immunity for ISPs who 
voluntarily provide information that they are 

In 1984, the Canadian Supreme Court interpreted Section 8 of the Canadian Charter 
of Rights and Freedoms, which says, “Everyone has the right to be secure against 
unreasonable search or seizure.” 

The nation’s high court said this section guarantees that citizens have a reasonable 
expectation of privacy against unlawful searches and seizures.

In practice, this means that in cases that affect an individual’s reasonable expectation 
of privacy, Canadian law enforcement must get a warrant based on “reasonable and 
probable grounds.”  Hunter v. Southam Inc., 2 S.C.R. 145 (1984).  

This is similar to the United States where, in general, law enforcement must obtain a 
warrant based on “probable cause.”

References: Steven Penney, Reasonable Expectations of Privacy and Novel Search 
Technologies: An Economic Approach, 97 J. Crim. L. & CriminoLogy 477 (2007); Emanuel 
Gross, The Struggle of a Democracy against Terrorism-Protection of Human Rights: The 
Right to Privacy Versus the National Interest-the Proper Balance, 37 CorneLL int’L L.J. 27, 
77 (2004); Ryan Moshell, …and Then There Was One: The Outlook for a Self-Regulatory 
United States Amidst a Global Trend Toward Comprehensive Data Protection, 37 tex. teCh. 
L. rev. 357, 422 (2005).
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not prohibited from disclosing, and extend 
disclosure of subscriber information without a 
warrant by allowing organizations to disclose 
personal information without consent to 
any organization that is investigating a 
contractual breach or possible violation of 

any law.  These bills were preceded by the 
withdrawn Bill C-30 (the Protecting Children 
from Internet Predators Act), which proposed 
warrantless mandatory disclosure of basic 
subscriber information (including name, 
address, telephone number, email address 

and IP address) and required ISPs to maintain 
systems that allowed police to intercept and 
track online communications.  WJ

NOTES:
1 2014 SCC 43

COPYRIGHT INFRINGEMENT

Judge refuses to reconsider judgment  
against 50 Cent infringer
The judge who decided in March that a website owner infringed copyrights  
owned by hip-hop artist 50 Cent has declined to reconsider that ruling.

REUTERS/Carlo AllegriRapper Curtis “50 Cent” Jackson

Jackson et al. v. Odenat et al., No. 09-cv-
05583, 2014 WL 2619802 (S.D.N.Y. June 12, 
2014).

In a June 12 opinion, U.S. District Judge 
John F. Keenan of the Southern District of 
New York denied Lee Q. Odenat’s motion for 
partial reconsideration of his earlier ruling 
that Odenat infringed 50 Cent’s copyrights 
by improperly using the rapper’s images on 
the website worldstarhiphop.com.

Judge Keenan concluded that he made no 
errors of law in his March 24 opinion.  Jackson 
et al. v. Odenat et al., No. 09-cv-05583, 2014 
WL 1202745 (S.D.N.Y. Mar. 24, 2014).

According to the March opinion, Odenat 
launched his website in 2005.  The site 
features videos and hip-hop music tapes.

Odenat used three different mastheads on 
the site, each of which included copyrighted 
photographs of 50 Cent, whose real name is 
Curtis Jackson, and other members of the rap 
group G-Unit.  Jackson has sold more than 
25 million albums as a solo artist and as part 
of the group.

According to Judge Keenan’s earlier opinion, 
Odenat’s site included a link redirecting 
visitors to a Web page that displayed 
thumbnail photos of the cover art for a series 
of mixtapes called G-Unit Radio, for which 
Odenat charged a fee.

Jackson sued Odenat in 2009 for using 
his copyrighted works and image without 

permission and misleading consumers into 
believing that Odenat’s site was associated 
with Jackson or G-Unit Records.

In March, Judge Keenan found for Jackson on 
summary judgment, saying a jury would have 
to conclude that the images on Odenat’s 
masthead were exact copies of photographs 
that appeared on Jackson’s albums.

The only difference between the copyrighted 
photos and those on Odenat’s site was that 
one of the pictures faced a different direction, 
the judge said.

Odenat moved for partial reconsideration, 
arguing that Judge Keenan made clear errors 
of law when he found the photos substantially 
similar and overlooked binding authority that 
would have altered his decision.

The judge erred when he held that evidence 
of actual copying made a “substantial 
similarity” analysis unnecessary, Odenat 
argued.

Judge Keenan said that argument was moot.  
He engaged in substantial-similarity analysis 
in the earlier opinion whether he had to or 
not, the judge noted.

He also said he had taken into account the two 
cases Odenat cited holding that “substantial 
similarity” requires more than minor, or de 
minimis, copying.  Because Odenat’s copying 
was significant, those cases do not lead to a 
different result, Judge Keenan found.

Odenat also claimed in his motion for 
reconsideration that the single flipped 

image did not necessarily infringe Jackson’s 
copyrights because it may have been from an 
uncopyrighted source.

The judge rejected that argument for two 
reasons.  First, he noted, Odenat conceded 
in earlier proceedings that he had copied the 
image from a copyrighted album.  Second, 
Odenat failed to raise the argument when he 
initially moved for summary judgment, Judge 
Keenan said.  WJ

Related Court Document: 
Opinion: 2014 WL 2619802
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PRIVACY

U.S. Supreme Court’s milestone ruling  
protects cellphone privacy 
(Reuters) – The U.S. Supreme Court has ruled that police officers usually 
need a warrant before they can search the cellphone of an arrested suspect,  
a major decision in favor of privacy rights at a time of increasing concern  
over government encroachment in digital communications.

The court was considering two separate 
cases pitting evolving expectations of privacy 
against the interests of the law enforcement 
community as the justices for the first time 
weighed the ubiquitous role of cellphones 
in modern life.  Riley v. State, No. D059840, 
2013 WL 475242 (Cal. Ct. App., 4th Dist. 
2013); United States v. Wurie, 728 F.3d 1 
(1st Cir. 2013).

The right to privacy  
“comes at a cost,” Chief 

Justice John Roberts said.

Privacy in the cellphone age

“The Riley decision is the latest in a line of cases where the U.S. 
Supreme Court has had to strike a balance between the needs 
of law enforcement and the notion of privacy in the digital age.  
The language of the decision appropriately recognizes that 
cellphones are digital gateways into our personal lives and that 
the heightened privacy interest requires an update to existing 
privacy-related case law.  The decision also suggests that, given 
the opportunity, the court may increase protections for private 
data stored in the cloud or with a third party.”

— Jason Tenenbaum, Barton LLP

Riley v. State, Nos. 13-132 and 13–212,  
2014 WL 2864483 (U.S. June 25, 2014).

In an opinion written by Chief Justice John 
Roberts, the court said there are some 
emergency situations in which a warrantless 
search would be permitted.  But the 
unanimous 9-0 ruling goes against law 
enforcement agencies, including the U.S. 
Department of Justice, which wanted more 
latitude to search without having to obtain a 
warrant.

“We cannot deny that our decision today 
will have an impact on the ability of law 
enforcement to combat crime,” Chief Justice 
Roberts wrote, adding that the right to 
privacy “comes at a cost.”

Chief Justice Roberts acknowledged the 
unique nature of cellphones in contemporary 
life, noting that “the proverbial visitor from 
Mars might conclude they were an important 
feature of human anatomy.”

“The fact that technology now allows an 
individual to carry such information in his 
hand does not make the information any 
less worthy of the protection for which the 
[country’s] founders fought.  Our answer to 
the question of what police must do before 
searching a cellphone seized incident to an 

arrest is accordingly simple — get a warrant,” 
Chief Justice Roberts wrote. 

The ruling could have a major impact in 
some jurisdictions because law enforcement 
agencies have increasingly made cellphone 
searches a top priority when a suspect is 
arrested, said Bronson James, a criminal 
defense attorney in Portland, Ore.

“Police wanted the data on the cellphones 
because it was so expansive,” he said.  “This 
stops that practice.”

The implications may be limited by the fact 
that police can benefit from new technology: 
It is now possible to obtain a warrant more 
quickly using mobile devices to send the 
request.

The ruling could hamper law enforcement 
when there is a need to gather information 
from a cellphone immediately because of 
an ongoing criminal enterprise, said Robert 
Mintz, a former federal prosecutor.  “There 
could be circumstances when news of an 
arrest can travel quickly and time could be of 
the essence,” he said.

Justice Department spokeswoman Ellen 
Canale said the government would ensure 
federal law enforcement agents complied 
with the ruling.

A Reuters/Ipsos opinion poll found 60.7 per-
cent of people surveyed said police should 
not be allowed to search cellphones without 
a warrant.

Cellphones, initially used purely to make  
calls, now contain a wealth of personal 
information about the owner, including 
photographs, video and social media content.  
A 2013 Pew Research Center report said  
91 percent of adult Americans have a 
cellphone, more than a half of them 
smartphones that can connect to the 
Internet.

Concern about increasing government 
encroachment on personal privacy, especially 
relating to electronic communications, has 
surged in the past year after disclosures by 
former National Security Agency contractor 
Edward Snowden about government 
surveillance.

Hanni Fakhoury, an attorney at the Electronic 
Frontier Foundation digital rights group, 
said the court’s recognition of the impact 
of new technology on privacy “will have 
important implications for future legal 
challenges concerning the government’s use 
of technology,” including NSA surveillance.
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The defendants challenging their convictions, 
David Riley and Brima Wurie, said evidence 
found on their phones should not have been 
used at trial because the searches were 
conducted without court-issued warrants.

The circumstances in the two cases, one from 
Massachusetts and one from California, were 
different in terms of the scope of the search 
and the type of cellphone used.  Wurie had 
a basic flip phone while Riley had a more 
sophisticated smartphone.

The court decided the two cases 
together, finding that both searches were 
unconstitutional.

The legal question was whether the U.S. 
Constitution’s Fourth Amendment, barring 
unreasonable searches, requires police 
following an arrest to get court approval 
before a cellphone can be searched.

Riley was convicted of three charges relating 
to a 2009 San Diego incident in which shots 
were fired at an occupied vehicle.  Prosecutors 
linked him to the crime in part based on a 
photograph police found on his smartphone.  
Police searched Wurie’s cellphone without a 
warrant after his 2007 arrest for suspected 
drug dealing.  Officers used the device, 
which was not a smartphone, to find a phone 
number that took them to Wurie’s house in 
Boston, where drugs, a gun and cash were 
found.  WJ

(Reporting by Lawrence Hurley; editing 
by Howard Goller and Grant McCool)

Attorneys: 
Petitioner: Jeffrey L. Fisher, Stanford Law School, 
Stanford, Calif. 

Respondent: California Solicitor General Edward C. 
Dumont, San Diego

Related Court Document: 
Opinion: 2014 WL 2864483

See Document Section B (P. 32) for the opinion.

HEALTH RECORDS

California hospital defeats $500 million 
privacy suit 
A Southern California hospital did not violate the state’s medical privacy 
statute when a computer with a password-protected index of over 500,000 
patients’ demographic information, but no medical records, was stolen in 
2011, a state appeals court has ruled.

“This ruling means that health care 
providers will not be subject to questionable 
lawsuits seeking millions of dollars in 
statutory penalties unless the plaintiff can 
prove that substantive medical information 
… was the subject of the alleged disclosure,” 
defense attorney Steven S. Fleischman of 
Horvitz & Levy said.  

Eisenhower Medical Center v. Superior 
Court of Riverside County (Malanche et al., 
Real Parties in Interest), No. E058378, 226 
Cal. App. 4th 430 (Cal. Ct. App., 4th Dist., 
Div. 2 May 21, 2014).

“Our client is happy that the Court of Appeal 
correctly interpreted the Confidentiality of 
Medical Information Act,” said Horvitz & 
Levy attorney Steven S. Fleischman, who 
represented Eisenhower Medical Center in 
the suit.  

“This ruling means that health care providers 
will not be subject to questionable lawsuits 
seeking millions of dollars in statutory 
penalties unless the plaintiff can prove 
that substantive medical information, 
and not simply demographic information, 
was the subject of the alleged disclosure,” 
Fleischman said.

The proposed class-action lawsuit sought 
over $500 million in statutory damages, or 
$1,000 for each of the 500,000-plus patients 
whose personal information was listed on the 
index.  

Attorneys for the plaintiffs and putative class 
members did not immediately respond to a 
request for a comment.  

THE DATA BREACH

According to the 4th District Court of Appeal 
opinion, on March 11, 2011, a computer was 
stolen from Eisenhower Medical Center, 
in Rancho Mirage, Calif., that contained 
an index of over 500,000 patients at the 
hospital who had been assigned a clerical 
record number.

The index, which dated back to the 1980s, 
included each person’s name, medical record 
number, age, date of birth and the last four 
digits of his or her Social Security number, 
the opinion said.  It was password-protected, 
but not encrypted.

EMC notified the affected patients within 
weeks, the opinion said.

Carmen Malanche and other affected 
individuals sued EMC in the Riverside County 
Superior Court, alleging the hospital violated 
the Confidentiality of Medical Information 
Act, Cal. Civ. Code § 56.

The law generally holds health care 
providers liable for disclosure of a patient’s 
medical information without the patient’s 
authorization.

EMC filed a summary judgment motion.  
The hospital did not dispute that the index 
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lawsuit accusing the University of California 
health care system of violating the CMIA 
when an encrypted hard drive with the 
medical records of over 16,000 patients was 
stolen from a doctor’s home.  

The panel ruled that the CMIA requires 
plaintiffs to show that their records actually 
were released or disclosed in order to sue a 
health care provider for negligent storage or 
maintenance.  

The Davis Wright & Tremaine alert adds, 
however, that the recent Eisenhower decision 
“expressly limited the reach of its opinion 
to its facts; a footnote mentions that the 
decision does not address situations 
involving disclosure of an individual’s status 
as a patient of a specialized health care 
provider, such as an AIDS clinic.”

Still, the publication said, “Eisenhower 
highlights the value of encrypting patient 
data, whatever its content.”  WJ

Attorneys: 
Petitioner: Lisa Perrochet and Steven S. 
Fleischman, Horvitz & Levy, Encino, Calif.; 
Michael R. Matthias and Dawn Kennedy, Baker & 
Hostetler, Los Angeles 

Real parties in interest: Alan Harris and Priya 
Mohan, Harris & Ruble, Los Angeles 

Related Court Document: 
Opinion: 226 Cal. App. 4th 430

included individually identifiable information 
about patients seen at EMC, but it argued 
that it never disclosed information about 
their medical histories, mental or physical 
conditions, or treatments, the appellate 
opinion said.

The plaintiffs countered that the index 
showed that they were patients at the 
medical center and this constituted a release 
of medical information, the appeals court 
explained.

Judge Harold W. Hopp denied the hospital’s 
motion, finding there was an issue of fact 
about whether EMC violated the statute.

The hospital appealed, and the appeals 
court agreed that, under the circumstances, 
EMC could not be liable for violating the 
Confidentiality of Medical Information 
Act because it never revealed “medical 
information” about the listed individuals.

Therefore, the panel directed the Superior 
Court to set aside its order denying the 
hospital’s summary judgment motion and to 
issue a new order granting the motion.  

“It is clear from the plain meaning of the 
statute that medical information cannot 

mean just any patient-related information 
held by a health care provider,” Judge Art W. 
McKinster wrote for the panel.  

To be held liable under the CMIA, a health 
care provider must release individually 
identifiable information, such as a patient’s 
address, name and email address, plus 
information about a patient’s “medical 
history, diagnosis or care,” the panel said.

MEDICAL PRIVACY IN CALIFORNIA

“Eisenhower adds to the growing body of 
law interpreting and generally narrowing 
the scope of liability under the CMIA,” Davis 
Wright & Tremaine partners Andrew R. Hall, 
Terri D. Keville and John R. Tate wrote in an 
advisory publication, available on the firm’s 
website at http://bit.ly/UHsaS0.  They were 
not involved in the case.

Last year another California appellate panel 
examined the statute in Regents of University 
of California v. Superior Court (Platter, Real 
Party in Interest), 220 Cal. App. 4th 549 (Cal. 
Ct. App., 2d Dist., Div. 7 Oct. 15, 2013) (see 
Westlaw Journal Computer & Internet, Vol. 31, 
Iss. 12).   In that case, the 2nd District Court 
of Appeal dismissed a proposed class-action 

Confidentiality of Medical Information Act definitions

“Medical information” means any individually identifiable information, in electronic or 
physical form, in possession of or derived from a provider of health care, health care 
service plan, pharmaceutical company, or contractor regarding a patient’s medical 
history, mental or physical condition, or treatment. 

“Individually identifiable” means that the medical information includes or contains 
any element of personal identifying information sufficient to allow identification of the 
individual, such as the patient’s name, address, electronic mail address, telephone 
number, or social security number, or other information that, alone or in combination 
with other publicly available information, reveals the individual’s identity.

Cal. Civ. Code § 56.05(j) (former subdivision (g))
“It is clear from the plain 

meaning of the statute that 
medical information cannot 

mean just any patient-
related information held by 
a health care provider,” the 

appeals court said.  
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EVIDENCE

Judge sanctions policyholder over missing  
computer evidence; parties then settle
Less than two weeks after an Arizona federal judge sanctioned a MetLife  
policyholder for withholding relevant computer evidence from the insurer in a  
lawsuit over disability benefits, the parties have settled for an undisclosed  
amount, according to a June 23 court order.

because of her depression, anxiety and panic 
attacks.  A psychiatrist allegedly diagnosed 
her with PTSD from her son’s death, the 
order says.

MetLife accepted her claim, but continued 
to evaluate her condition, as required by 
the policies.  After two independent medical 
examinations of Ogandzhanova in 2010 
and 2011, the insurer found that she was not 
totally disabled, the order says.  

The insurer filed its declaratory judgment 
action against Ogandzhanova in February 
2012, saying it owed no benefits to her since 
July 1, 2011, the order says.

COMPUTER ACTIVITY

MetLife filed a motion for sanctions last 
October, saying Ogandzhanova refused to 
provide relevant computer files, hard drives 
and other documents during the discovery 
phase of litigation.

Metropolitan Life Insurance Co. v. 
Ogandzhanova, No. CV-12-00372, 
settlement order issued (D. Ariz., Phoenix 
June 23, 2014).

On June 12, U.S. District Judge G. Murray 
Snow of the District of Arizona found that 
beneficiary Dr. Inna Ogandzhanova did not 
disclose all of the computers she used while 
receiving benefits from Metropolitan Life 
Insurance Co. from 2007 until 2013.

The computers she did give to the insurer 
showed very light activity, but this was 
inconsistent with her deposition testimony, 
in which she said she shopped and did her 
banking online and surfed the Internet, 
according to the judge’s order.  

Therefore, the judge found that 
Ogandzhanova withheld relevant evidence 
about her mental condition and finances 
during the time she claimed that her 
depression and post-traumatic stress 
disorder totally disabled her, the order said.  

Expecting the suit to go to trial, Judge Snow 
ruled that a jury could make an adverse 
inference about the fact that Ogandzhanova 
did not provide MetLife with access to all 
computers she used during this period.

About a week after the judge’s order, MetLife 
notified the court that the parties were 
negotiating a settlement.

On June 23 the judge ordered the case to be 
closed, saying the parties settled the matter 
with each side paying its own fees and costs.

DISABILITY CLAIM

According to an earlier order in the case, 
Ogandzhanova had purchased an individual 
disability policy from MetLife in 1999 while 
she was working as a radiation oncologist.  
Metro. Life Ins. Co. v. Ogandzhanova, 
No. CV-12-372, 2014 WL 2194785 (D. Ariz. 
May 27, 2014).  

To receive benefits under the policy, 
Ogandzhanova needed to be “totally 
disabled,” which the contract defined as 
“not being able to perform the material and 
substantial duties” of her regular occupation, 
the order says.  

In 2000, Ogandzhanova opened Desert 
Rose Oncology.  The next year, her son was 
diagnosed with leukemia, the order says.

During her son’s treatment and after his 
death in March 2006, Ogandzhanova 
continued her practice, according to the 
order.

Around four months later, she bought a 
second disability policy from MetLife with 
similar terms, except the first policy provided 
monthly benefits of $9,500 and the second 
policy provided $5,500 of monthly benefits, 
the order says.

In 2007, Ogandzhanova submitted a claim 
to MetLife for disability benefits, saying she 
could not practice as a radiation oncologist 

Courtesy of metlife.com

The judge said Dr. Inna Ogandzhanova did not disclose all the computers she used while receiving benefits from Metropolitan Life 
Insurance Co. from 2007 until 2013.  A screenshot of the insurer’s webpage is shown here. 
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Judge Snow granted the insurer’s motion 
June 12, citing MetLife’s forensic search of the 
two computers Ogandzhanova did turn over, 
which showed almost no activity.  

It is undisputed that over 80,000 files were 
deleted from one hard drive Ogandzhanova 
gave to MetLife, the judge said.  

Based on the forensic expert reports and 
Ogandzhanova’s testimony as to how she 

used the computers, it was also unlikely that 
these were the only two computers she used 
regularly, the judge decided.

“These refusals are in bad faith and are 
prejudicial to the plaintiff’s ability to present 
its case,” Judge Snow wrote.

A few weeks after the judge’s ruling on 
sanctions, the parties settled the case.  No 
details on the settlement were disclosed.  WJ

Attorneys: 
Plaintiff: Floyd P. Bienstock and Erin E. Bradham, 
Steptoe & Johnson, Phoenix

Defendant: Steven C. Dawson and Anita 
Rosenthal, Dawson & Rosenthal, Sedona, Ariz.; 
Steven J. German, Adelman German P.L.C., 
Scottsdale, Ariz.

Related Court Document: 
June 12 order: 2014 WL 2616523 
May 27 order: 2014 WL 2194785

COMPUTER FRAUD & ABUSE ACT

Hawaii attorney defeats former firm’s hacking, defamation suit
A law firm specializing in defending homeowners faced with foreclosures did not prove that a former attorney hacked 
into its computer system or posted defamatory statements on Facebook, a Hawaii federal judge has ruled. 

Property Rights Law Group PC v. Lynch et al., 
No. 13–00273, 2014 WL 2452803 (D. Haw. 
May 30, 2014).

Property Rights Law Group offered no 
evidence to show that Hawaii-licensed 
attorney Sandra D. Lynch downloaded the 
firm’s client lists or pleading templates after 
she stopped working there, U.S. District 
Judge Susan O. Mollway of the District of 
Hawaii said.

If Lynch accessed PRLG’s cloud-computing 
platform without authorization, the firm 
could have moved forward with its claim 
under the Computer Fraud & Abuse Act, 18 
U.S.C. §  1030, the Honolulu federal judge 
said.

PRLG merely offered an unsubstantiated 
declaration from Robert L. Stone, the firm’s 
founding partner, to support this claim, the 
judge noted, adding that “nothing in the 
record suggests that Lynch accessed the 
cloud after she left the firm.”

She therefore dismissed the firm’s claim that 
Lynch and co-defendants Keala Rodenhurst 
James and John Kang, who allegedly uses 
the alias Lee Miller, violated the federal 
hacking statute.

Similarly, the judge found that PRLG did not 
prove the defendants posted defamatory 
statements about the firm on Facebook, 

REUTERS/Eric Thayer

including that the firm had engaged in 
criminal activity.

According to Judge Mollway’s opinion, Kang’s 
Facebook post said PRLG’s attorneys are not 
licensed in Hawaii and are professionally 
incompetent.  He also said the firm may have 
violated numerous state and federal laws.  

To prove its defamation claim, PRLG would 
have to prove the statements were false and 
that Kang was negligent in posting them on 
Facebook, the judge said.  But the firm did 
not meet this burden.

According to the record, Stone practiced law 
in Chicago for years but was not licensed in 
Hawaii until July 2013.  He advertised that 
he had “never lost” a mortgage foreclosure 
case and required foreclosure clients to 
pay around $8,000 upfront plus a monthly 
retainer.  After receiving the fee, the firm 
would stop updating clients about their 
cases or voluntarily dismiss the cases without 
clients’ consent, the order said.  

Stone also told clients to stop paying on 
their mortgages and encouraged them not 
to modify their loans, allegedly calling these 
transactions a “scam,” the judge said, citing 
declarations from the defendants and former 
PRLG clients.

Rather than finding that Kang’s social media 
posts were false, Judge Mollway said, Stone’s 
“declarations actually support the gist of the 
Facebook statements.”

Even if Kang’s statements were false, the firm 
never proved he was negligent or that he 
posted them without a good-faith belief that 
they were true.  

The judge did allow PRLG to move forward 
with certain aspects of its breach-of-contract 
claim against Lynch.

Once Lynch left the firm, she allegedly kept 
certain electronic client files and may have 
solicited clients.  Further, she never prepared 
a final status report for the firm before she 
leaving, as her contract required, according 
to the order.  

Judge Mollway limited the claim to these 
issues.    WJ

Attorneys: 
Plaintiff: Peter S. Knapman, Honolulu 

Defendants: Sandra D. Lynch, Honolulu

Related Court Document: 
Order: 2014 WL 2452803
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PRODUCTS LIABILITY

Canon hit with class action over hobbled printers
Canon USA is the target of a New York federal court lawsuit claiming it sold thousands of computer printers when it 
knew they contained a defect that would prevent them from operating without costly repairs.

REUTERS/Toru Hanai

The suit says Canon keeps selling defective computer printers despite receiving numerous complaints about problems with them.

Sarah Barrett says certain 
Canon printers have a defect 
that causes them to display 
error codes that cannot be 

resolved at home.

Barrett v. Canon USA Inc. et al., No. 2:14-
CV-3235, complaint filed (E.D.N.Y. May 23, 
2014).

In a prospective national class action, Sarah 
Barrett alleges that despite having received 
numerous complaints about problems with 
some 16 models of its computer printers, 
Canon keeps selling them and refuses to pay 
for repairs on out-of-warranty units.

In July 2012 Barrett, of Forest, Va., bought 
a Canon Pixma MX892 home printer that 
eventually displayed a “U052 - Wrong 
Printhead Error” message, according to her 
complaint filed in the U.S. District Court for 
the Eastern District of New York.  She says 
it is a common defect in Canon printers that 
indicates the printer does not recognize the 
printhead or that the printhead is faulty.

She says the issue typically cannot be 
corrected via at-home troubleshooting and 

printers must be sent to Canon for repair, the 
cost of which can exceed the price of a new 
unit.

Barrett’s complaint seeks national-class 
status for all U.S. citizens who have incurred 
similar problems with Canon printers.  She 
says the forum is proper because Canon’s 
headquarters are there.

The plaintiff asks that Canon be ordered 
to provide restitution to printer owners 
who have encountered the error message, 
to compensate them for repair costs and 
to penalize Canon for its “unfair business 
practices.”  She also requests that Canon be 
forced to disgorge profits on the printers.

Barrett also asserts causes of action for 
Canon’s alleged breach of express and 
implied warranties, as well as violation of the 
New York Consumer Protection Act, N.Y. Art. 
22-A § 349.

“Despite the fact that the defect was present 
in the printers at the time of purchase 
and well within the warranty limitations 
period, Canon has refused to pay for labor 
or diagnostic expenses for consumers with 
printers manifesting the defect for more than 
one year after purchase,” the complaint says.

Barrett says that neither she nor the members 
of the prospective class had knowledge of 
the cause of the defect, “nor did they have 
reason to suspect that the defect was caused 
Canon’s wrongdoing.”   

The suit says the defect is a material fact 
related to the reliability of the printers that 
was known only to Canon.  Had Barrett 
and the other prospective class members 
been warned of the paralyzing defect, they 
would not have purchased their printers, the 
complaint says.

Resolving the claims via class action, 
Barrett says, can be useful in answering 
common questions, such as whether Canon’s 
representations regarding the printers 
were misleading or false, whether they 
were likely to mislead consumers, whether 
Canon sought to hide the existence of the 
defect, and whether the defect constitutes a 
manufacturing or design defect.  WJ

Attorney:
Plaintiff: William B. Federman, Federman & 
Sherwood, Oklahoma City

Related Court Document: 
Complaint: 2014 WL 2199279



12  |  WESTLAW JOURNAL  n  COMPUTER & INTERNET © 2014 Thomson Reuters

SECURITIES FRAUD

Suit says Infoblox deceived investors about revenue
Global technology support company Infoblox Inc. misled shareholders in 2013 about the outlook for its network systems 
protection products, a securities fraud suit in California has alleged.   

Achey v. Infoblox Inc. et al., No. 14-cv-2644, 
complaint filed (N.D. Cal. June 9, 2014).

According to the proposed class action 
stockholder Donna Achey filed in the U.S. 
District Court for the Northern District of 
California, Infoblox failed to tell investors it 
was steeply discounting products to retain 
business.

An Infoblox representative did not respond to 
a request for comment on the suit. 

Based in San Jose, Calif., Infoblox was founded 
in 1999 and sells information technology 
products that manage and protect networks.  
The company’s network services and security 
optimizing software are designed to reduce 
the vulnerabilities of computer systems. 

Visa, Chevron, Starbucks, Audi, Barclays, 
Boeing and the federal government are 
Infoblox clients, according to the complaint.

On Sept. 5, 2013, Infoblox reported its results 
for the fourth quarter and for the fiscal year 
ending July 31.  The company reported record 
net revenue of $63.1 million for the quarter 
(higher than the $58 million predicted) 

REUTERS/Brendan McDermid

The suit, which says Infoblox Inc. misled investors on the company’s 2014 financial prospects, names CEO Robert Thomas among the 
defendants.  Here, Thomas (center, R) celebrates the company’s April 2012 IPO on the floor of the New York Stock Exchange.

The suit says Infoblox’s revenues “were obtained 
 by aggressive price discounting that it was continuing  

to conceal from analysts and investors.”

and $225 million for the year, a 33 percent 
revenue increase over the previous year.

In addition, CEO Robert Thomas made rosy 
projections for 2014, the plaintiff says.

The suit says Thomas, in an earnings call 
held the same day, denied any pressure to 
discount the company’s products or services. 

In response, Infoblox’s stock price jumped 
15.5 percent from $35.24 per share to $40.69 
the following day, the suit says. 

Shortly thereafter, seven company insiders 
capitalized on the increased stock price and 
sold $21.25 million in stock between Sept. 9 
and Sept. 20, the suit says.

On Nov. 26, Infoblox announced its financial 
results for the quarter ending Oct. 31, and net 
revenue for the first fiscal quarter of 2014 was 

$63.5 million, an increase of 28 percent over 
the previous year. 

On Feb. 10, the company announced that it 
was lowering its revenue projections for the 
year because of weaker demand.  Infoblox said 
it now expected to earn between $250 million 
and $254 million for the year, below its previous 
forecast of $270 million to $276 million. 

The company attributed the decline to 
weaker sales in January, fewer big-ticket 
sales and lower federal government revenue.

Infoblox’s share price tumbled nearly  
50 percent from $33.14 per share to $17.19 
per share Feb. 11 on heavy trading volume. 

Then in a call with analysts Feb. 26, Thomas 
disclosed for the first time that Infoblox had 
been “discounting enormously to get deals,” 
the complaint says.

The suit alleges Infoblox’s revenues “were 
obtained by aggressive price discounting that 
it was continuing to conceal from analysts 
and investors.”

The complaint says Infoblox misled investors 
in violation of the anti-fraud provisions of 
federal securities laws contained in Sections 
10(b) and 20(a) of the Securities Exchange 
Act, 15 U.S.C. §§ 78j(b) and 78t(a).

Thomas and CFO Remo Canessa also are 
named as defendants.

The proposed class period is from Sept. 6 to 
Feb. 10.  WJ

Attorneys: 
Plaintiff: Lionel Z. Glancy, Michael M. Goldberg, 
Robert V. Prongay, Glancy Binkow & Goldberg, 
Los Angeles; Jeremy A. Lieberman, Francis P. 
McConville, Pomerantz LLP, New York; Peretz 
Bronstein, Bronstein Gewirtz & Grossman, New 
York

Related Court Document: 
Complaint: 2014 WL 2572112
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COMPENSATION ISSUES/FIDUCIARY DUTY

Shareholder challenges Facebook, Zuckerberg  
on director compensation
Despite lackluster stock performance, Facebook’s directors have paid themselves far more than executives at similar 
companies, a shareholder has claimed in Delaware Chancery Court.

Espinoza v. Zuckerberg et al., No. 9745, 
complaint filed (Del. Ch. June 6, 2014).

In his June 6 complaint, Ernesto Espinoza 
alleges breach of fiduciary duty, waste of 
corporate assets and unjust enrichment 
against eight of the social networking giant’s 
board members, including founder Mark 
Zuckerberg.

The suit concerns an equity incentive plan 
Facebook adopted in 2012 to help retain and 

“The board is essentially free to grant itself  
whatever amount of compensation it chooses,”  
Facebook stockholder Ernesto Espinoza says.

 REUTERS/Robert Galbraith REUTERS/Lucas Jackson

The defendants include Facebook CEO Mark Zuckerberg (L) and COO Sheryl Sandberg (R).

the complaint, compared with Facebook’s 
$7.8 billion.  The companies also brought 
in net incomes of nearly $3 billion last 
year, whereas Facebook only earned about  
$1.5 billion, the suit says.

Even though some of those companies have 
revenues and net incomes far exceeding 
Facebook’s, Espinoza says, none are as 
generous to their directors.

The closest two, Amazon and Cisco, both 
pay their directors about $30,000 a year 
less than Facebook does, according to the 
complaint.  EBay allegedly pays its directors 
nearly $220,000 less despite having more 
than double Facebook’s revenue and nearly 
twice as much net income as the social 
media giant.

According to Espinoza, most of the Facebook 
directors’ compensation came as stock 
awards last September, but he says those 

awards were unwarranted in light of the 
company’s market performance.  While 
Facebook’s stock price did increase 58 
percent between January and September 
of last year, the average stock price of its 
peers — including older, more established 
companies with less elastic stock — also  
rose 40 percent during the same period, the 
suit says.

Espinoza claims that without judicial 
intervention, Facebook’s board will continue 
to pay itself unreasonably well.

His suit seeks damages, restitution and 
disgorgement on the company’s behalf, 
as well as a court order directing Facebook 
to reform the 2012 incentive plan so that it 
contains “meaningful limits” on the amount 
of stock the board can give itself. 

Espinoza also seeks a shareholder vote on 
the revised plan.  WJ

Attorneys: 
Plaintiff: Christian D. Wright and Nicholas J. 
Rohrer, Young Conaway Stargatt & Taylor, 
Wilmington, Del.

Related Court Document: 
Complaint: 2014 WL 2572095

motivate employees, officers, directors and 
consultants with stock grants.

According to the complaint, the plan sets a 
limit of 25 million shares issuable to non-
employee directors, with a yearly limit of  
2.5 million shares to any one individual, 
which translates to $145 million at the 
current trading price.

“[T]he board is essentially free to grant 
itself whatever amount of compensation it 
chooses,” the suit says, and Espinoza claims 
it has already done so.

Facebook directors allegedly received 
$460,000 each in 2013, about $140,000 
more than the average per-director 
compensation offered at other companies in 
Facebook’s “peer group.”

The average 2013 revenue for those other 
companies, including Amazon, Cisco, Netflix 
and Yahoo, was $22.9 billion, according to 
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CRIMINAL LAW

’Team Digi7al’ leaders admit massive hacking conspiracy
A Navy sailor and a college student responsible for hacking into more than 50 government and private company  
computer systems and posting personal information of their victims online have pleaded guilty to conspiracy charges  
in an Oklahoma federal court.

United States v. Knight et al., No. 4:14-cr-
00074, plea agreements filed (N.D. Okla. 
May 20, 2014).

“Cybercriminals think the anonymity of the 
Internet can obscure their illegal activities 
and make it impossible to find and apprehend 
them,” U.S. Attorney Danny Williams of 
the Northern District of Oklahoma said in 
a statement.  “That is not true.  Criminals 
cannot hide in cyberspace.  We will find you, 
charge you and prosecute you to the fullest 
extent of the law.”

Nicholas Paul Knight, 27, of Chantilly, Va., and 
Daniel Trenton Krueger, 20, of Dix, Ill., were 
leaders of the cybercriminal organization 
known as “Team Digi7al” responsible for 
numerous attacks on vulnerable websites 
between April 2012 and June 2013, according 
to a criminal information filed in the U.S. 
District Court for the Northern District of 
Oklahoma.

The U.S. Navy’s Smart Web Move, or 
Navy-SWM, database, containing personal 
information for more than 220,000 service 
members, was among the targeted websites, 
according to prosecutors.  The SWM servers 
are located in Tulsa, Okla., hence the charges 
being filed in the Oklahoma court. 

Knight was an active-duty enlisted member 
of the Navy stationed in Norfolk, Va., the 
charges said.  He was assigned to the aircraft 
carrier USS Harry S. Truman as a systems 
administrator.  Krueger was a student at an 
Illinois community college.  At least three 
other minors and a citizen of Canada were 
also members of Team Digi7al, according to 
Williams.

Prosecutors say Knight and Krueger 
communicated online about their targets 
and had an eye for government websites in 
particular.  The hackers would exploit various 
weaknesses in these systems, steal sensitive 
information and post it online, according to 
the information.  They would also boast of 
their successful hacks through Twitter.

Numerous universities were infiltrated, 
along with the World Health Organization, 
the Los Alamos National Laboratory, two 
police departments and the Department of 
Homeland Security.   

In the case of the Navy-SWM database hack, 
prosecutors say more than 700 deployed 
overseas service members could not access 
logistical support for transfers for more than 
10 weeks.  The Navy permanently shut down 
the site, and the government incurred losses 
of $514,000 according to the information.  

This sum included costs for paying 
contractors to assess the damage and the 
expense of providing service members with 
credit monitoring services.

The Naval Criminal Investigative Service 
discovered Knight regularly accessed the 
Team Digi7al Twitter account from within the 
Navy’s own network, according to Williams.  
The NCIS set up a sting operation aboard the 
USS Harry S. Truman, during which Knight 
allegedly hacked a phony database set up 
by authorities.  Knight and Krueger later 
admitted their roles in leading the Team 
Digi7al conspiracy, prosecutors said.

Knight, who has since been  discharged from 
the Navy, allegedly described himself as a 
“nuclear black hat” fighting for the people of 
the United States rather than the government.  
A “black hat” performs hacks with the intent to 
damage computer systems and compromise 
sensitive data, the charges say.  

Krueger said he hacked the Navy-SWM 
database “out of boredom,” according to the 
information.

Each defendant faces up to five years in 
a federal prison, a $250,000 fine and 

Defendant Daniel T. Krueger 
said he hacked the Navy-

SWM database “out of 
boredom,” prosecutors say.

Team Digi7al   
allegedly victimized these 

organizations:

U.S. Navy

U.S. National Geospatial-Intelligence 
Agency 

U.S. Department of Homeland 
Security 

MobiTv

Autotrader.com

Harvard University 

Johns Hopkins University 

Kawasaki 

Library of Congress

Los Alamos National Laboratory 

Louisville University 

MeTV Network

Montgomery, Ala., Police Department

Peruvian Ambassador’s email 
(Bolivia)

San Jose State University

Stanford University

Toronto Police Service (Canada) 

Ultimate Car Page

University of Alabama

University of British Columbia 
(Canada)

University of Nebraska-Lincoln 

World Health Organization 

restitution to the Navy and other victims.  
They are scheduled for sentencing in the 
Tulsa federal court Aug. 27 before U.S. 
District Judge James H. Payne.   WJ

Related Court Documents:  
Criminal information: 2014 WL 1813777 
Plea agreement (Knight): 2014 WL 2115953 
Plea agreement (Krueger): 2014 WL 2115952
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Aereo
CONTINUED FROM PAGE 1

to offer the copyrighted works to subscribers, it 
may find it difficult to continue.”

Kenney was not involved in the case.

Brad Newberg, an intellectual property 
lawyer with Reed Smith LLP in Falls Church, 
Va., who was not involved in the case, said 
the court stressed that its ruling did not 
affect other technologies.

“At the end of the day, Aereo’s inability to 
differentiate itself from a traditional cable 
system sealed its fate,” he said.  

AEREO’S SERVICE

The majority opinion, written by Justice 
Stephen Breyer, described Aereo’s service as a 
massive collection of “dime-sized antennas,” 
each assigned to a specific individual user to 
access over-the-air broadcasts.

These broadcasts are “otherwise available to 
consumers for free over-the-air or through 
a paid cable subscription,” Womble Carlyle 
Sandridge & Rice attorney Stephen Shaw 
explained.  

A subscriber to the service visits Aereo’s 
website and selects a show that in turn 

selects an antenna, which tunes to the 
selected show.  

The broadcast data goes to a folder 
“personal” to the subscriber before being 
streamed over the Internet for viewing, 
according to the opinion. 

Subscribers could then stream this content, 
in almost real-time, over the Internet, the 
opinion said.  

On the day the court issued its opinion, Aereo 
offered coverage in several cities across the 
United States, including New York, Miami 
and Salt Lake City.

Maurice Ross, partner, Barton LLP
I am not surprised by the Aereo decision.  [The 
majority opinion] is wholly consistent with 
decades of U.S. Supreme Court jurisprudence 
on the concept of “public performance” under 
copyright law.   The majority was correct when 
it determined that Aereo’s mini-antenna 
system was the equivalent of cable television 

retransmissions from a copyright law perspective.  Justices Antonin 
Scalia, Samuel Alito and Clarence Thomas, predictably in the 
minority, continue their collective unwillingness to acknowledge clear 
congressional intent when deciding cases like this.  Their aversion to 
legislative history, even when it is clear and incontrovertible, reflects 
an ultra-conservative approach to statutory and constitutional law 
construction which is, frankly, far removed from mainstream views 
among academics and lawyers alike.  The majority decision is clearly 
correct, and it represents a big win for those who support a strong 
system for enforcing copyrights.

Stephen Shaw, staff attorney, Womble Carlyle Sandridge & Rice
The decision derails the young startup’s current 
business model, which is based on Aereo’s 
commercial “rental” of micro-antennas to local 
customers and the real-time internet streaming 
of broadcast content that is otherwise available 
to consumers for free over-the-air (or through a 
paid cable subscription).  The opinion concludes 

that the technological machinations of Aereo’s service should be 
disregarded, and the controlling issue is that Aereo delivers services 
that are “substantially similar” to those of the cable companies.  
The majority in this case appears to be of the opinion that a business 
model designed by lawyers around perceived legal loopholes still 
runs afoul of congressional intent behind the 1976 amendments to 
the Copyright Act.  Notwithstanding the majority’s assurances to 
the contrary, this case leaves unresolved many legal issues related 
to future tech innovation in the areas of media streaming, remote 
content delivery and cloud computing services.

David Leichtman, partner, Robins, Kaplan, Miller & Ciresi 
The court confirmed that the contrivance of 
using millions of tiny antennas could not be 
successfully used to avoid the public nature 
of Aereo’s retransmissions.   In so doing, the 
court acted consistently with its past approach 
to new copyright-evading technologies, with 
substance triumphing over form.

Bea Swedlow, partner, Honigman Miller Schwartz & Cohn
There is a message here for innovators 
whose business models are based on legal 
loopholes: proceed at your own risk.  The U.S. 
Supreme Court was not persuaded by, and was 
unimpressed with, significant technological 
differences between Aereo’s model and that 
of cable systems.  For example, in the opinion, 

the Court notes that, “Viewed in terms of Congress’ regulatory 
objectives, why should any of these technological differences 
matter?”  The court clearly understood the differences and merely 
chose to ignore them.  These differences, however, represented the 
very technological advancements that Aereo created in order to 
take advantage of loopholes in the Copyright Act.  

What’s clear from the opinion is that the broadcasters, even in an 
age of cable cutting and new media, remain relevant and powerful.

Robert J. Kenney, partner, Birch, Stewart, Kolasch & Birch 
It is not entirely clear whether Aereo could avoid 
infringement by changes such as, for example, 
delaying the availability of programs to their 
subscribers until after the completion of the 
broadcast thereof by the copyright owner or some 
other “time-shifting” measures.  However, that is 
not likely to be sufficient.  As long as the acts of 

the provider earn income, such as through user subscriptions, without 
compensating the copyright owner for the public performance of the 
copyrighted work, the copyright owner will likely object.  Therefore, 
short of Aereo negotiating a license fee for the right to offer the 
copyrighted works to subscribers, it may find it difficult to continue.
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AEREO VICTORIOUS AT FEDERAL 
COURT AND ON APPEAL

The major networks, including ABC, CBS  
and Fox, sued Aereo in March 2012 for 
copyright infringement in the U.S. District 
Court for the Southern District of New York.

The networks said Section 106 of the 
Copyright Act, 17 U.S.C. §  106, granted 
them exclusive rights to “publicly perform” 
copyrighted works and to prohibit Aereo’s 
service.

Aereo argued that its service did not violate 
the copyright holders’ performance rights 
because it essentially rented equipment and 
individual antennas that allowed customers 
to record programming and watch it on the 
Internet.

The broadcasters moved for summary 
judgment, maintaining the “transmit clause” 
of the Copyright Act, 17 U.S.C. § 101, grants 
them exclusive rights to communicate their 
works to the public “by means of any device 
or process.”

In July 2012 U.S. District Judge Alison 
Nathan denied the networks’ motion, ruling 
that streaming the broadcasts over the 
Internet would not necessarily be a “public” 
performance. 

The networks appealed.  The 2nd U.S. 
Circuit Court of Appeals affirmed, holding 
that because each of Aereo’s transmissions 
constituted a unique copy created at a user’s 
request, Aereo’s service differed from that 
of a cable system, for which transmission 
licenses are required.

The 2nd Circuit’s opinion marked the first 
appellate court decision addressing the 
online streaming of TV shows.

The networks filed a certiorari petition in 
October 2013.  Surprising to some, Aereo 
agreed that high court guidance was needed.  
The Supreme Court announced in January 
that it would settle the dispute.

IS IT A ‘PUBLIC PERFORMANCE’?

The networks argued to the court that Aereo 
developed its service for the singular purpose 
of circumventing copyright liability by making 
public performances seem private.

Aereo argued that it merely supplies 
equipment and that the equipment it supplies 
does not provide public performances 
because it does not allow multitudes to view 
broadcasts at one time.

In its opinion, the high court said Congress 
amended the Copyright Act in 1976 in 
response to a pair of Supreme Court rulings 
and the advent of cable television systems.

Congress added the transmit clause to the 
Copyright Act specifically to make clear that 
technologies that retransmit broadcasts 
“perform” them, the opinion said.

Maurice Ross, an intellectual property 
partner at Barton LLP in New York, 
commented on this aspect of the decision.  
He was not involved in the case.

“The majority was correct when it deter-
mined that Aereo’s mini-antenna system 
was the equivalent of cable television 
retransmissions from a copyright law 
perspective,” Ross said.

The high court also rejected Aereo’s 
argument that because each antenna 
delivers a personal copy of a broadcast to a 
single user, the retransmission could not be 
classified as “public.”

When someone publicly performs, it does not 
matter whether the performance is for many 
people or for one member of the public at a 
time, the court reasoned.  

Ross said the majority’s decision “represents 
a big win for those who support a strong 
system for enforcing copyrights.”

IMPACT ON THE CLOUD

The court recognized that some think a ruling 
holding Aereo liable will “impose copyright 
liability on other technologies,” namely cloud 
computing.

The court said it has yet to consider if public 
performance rights are infringed by such 
actions as the remote storage of content.

“We cannot now answer more precisely how 
the transmit clause or other provisions of the 
Copyright Act will apply to technologies not 
before us,” the opinion said.

On that note, Bea Swedlow, an intellectual 
property attorney at Honigman Miller 
Schwartz & Cohn, said, “Cloud-based 
companies should take little comfort from 
this opinion.”

While the majority of justices said they did 
not put “a target on the backs of the cloud 
industry,” they admit that they do not know 
how their decision will impact the fledgling 
industry, according to Swedlow, who was not 
involved in the case.  

Womble Carlyle’s Shaw agreed with 
Swedlow.

“Notwithstanding the majority’s assurances 
to the contrary, this case leaves unresolved 
many legal issues related to future tech 
innovation in the areas of media streaming, 
remote content delivery, and cloud 
computing services,” he said.

Justice Antonin Scalia, joined by Justices 
Clarence Thomas and Samuel Alito, 
dissented from the majority opinion, saying  
the decision “will stifle technological 
innovation and imperil billions of dollars of 
investments in cloud-storage services.”

For this, the dissenters predicted that 
Congress may decide that the Copyright Act 
“needs an upgrade.”   WJ

(Additional reporting by senior legal writer 
Deborah Nathan and legal writer Melissa J. 
Sachs)

Related Court Document: 
Opinion: 2014 WL 2864485

See Document Section A (P. 19) for the opinion.
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REPORTER SEEKS SNOWDEN EMAILS

An investigative reporter has sued the National Security Agency in the U.S. District Court for 
the District of Columbia, saying it failed to respond to his Freedom of Information Act request 
for emails written by former contractor Edward Snowden.  On April 8 Jason Leopold requested 
all emails that Snowden wrote to agency officials, raising concerns about NSA programs, the 
complaint says.  The federal government acknowledged receiving the request April 9 but it has 
not told Leopold if it will release or withhold any or all of the requested records, the suit says.  
The law, however, requires the NSA to make its decision about the records within 20 days or 
explain the delay, the complaint says.  Leopold seeks a court order compelling the government 
to promptly respond to the request and release all nonexempt portions of the documents.  He 
also seeks attorney fees and costs.

Leopold v. National Security Agency, No. 1:14-CV-00919, complaint filed (D.D.C. May 29, 
2014).

Related Court Document: 
Complaint: 2014 WL 2611167

PRESS TELL DOJ TO END WIKILEAKS INVESTIGATION

A group of 52 press freedom and human rights groups has asked Attorney General Eric Holder 
to end the U.S. government’s investigation into WikiLeaks, the website that posted around 
220 confidential diplomatic documents online in November 2010.  In an April filing with in the 
District of Columbia federal court, the federal government said civilian criminal and national 
security investigations into the unauthorized disclosure of confidential documents to WikiLeaks 
are ongoing.  In 2013 Pfc. Bradley Manning, now known as Chelsea Manning, was convicted for 
sending confidential documents to the website and sentenced to 25 years in prison.  In their 
June 25 letter to the attorney general, the advocacy groups say the WikiLeaks investigation 
undermines the government’s commitment to free speech.  Legal scholars have also said 
prosecuting WikiLeaks or founder Julian Assange “could criminalize the newsgathering process 
and put all editors and journalists at risk of prosecution,” the letter says.

CERTIFICATION DENIED IN CLASS SUIT AGAINST HULU 

A San Francisco federal judge has denied a motion for class certification in a lawsuit accusing 
the online video streaming service Hulu of illegally tracking users’ activities and disclosing their 
viewing selections and personal information to third parties.  According to the judge’s order, 
the only remaining issue is whether Hulu transmitted information to Facebook that identified 
videos that a particular person requested or watched.  However, this “depends on a number of 
variables,” the order says, such as whether a user cleared cookies or used ad-blocking software.  
With the possibility of receiving statutory damages of $2,500 per member, there are incentives 
for registered users of both sites during the relevant period to say they belong in the class without 
reliably knowing whether they qualify, the judge said.  Therefore, the judge said, the class is not 
“ascertainable,” and he denied the certification motion without prejudice.

In re Hulu Privacy Litigation, No. C 11-03764, 2014 WL 2758598 (N.D. Cal., S.F. Div. June 17, 
2014).

Related Court Document: 
Order: 2014 WL 2758598
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