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Treasury Secretary Jack Lew Urges  
Financial Sector To Strengthen Cybersecurity Defenses, 
Lays Groundwork For Regulatory Enforcement Across 
Broad Spectrum Of Firms, Vendors And Contractors 

“Cyber-attacks on our financial system are a real threat to our economic and national security,” said Treasury Secretary 
Jack Lew at the Delivering Alpha Conference in New York on July 16, 2014.  “No one depends on a secure electronic 
infrastructure more than America’s businesses.”  In characterizing cybersecurity in the financial sector as an issue of 
national security, Secretary Lew considerably raised the federal government’s involvement in cyber risk and, in so doing, 
sent a message to the financial services industry that this Administration will take affirmative steps to ensure the safety of 
digital information. 

The Secretary’s remarks went considerably further than the Security and Exchange Commission’s Cyber-Security Alert of 
April 15, 2014, or SEC Commissioner Luis Aguilar’s speech at the New York Stock Exchange on June 10, 2014 in which 
he stated that cybersecurity was a Board responsibility.  Cyber risk to the financial industry is sufficiently urgent that the 
Treasury Department will be asserting jurisdiction and taking responsibility in assessing compliance with information 
safeguards, and the financial services industry should consider itself on notice. 

Secretary Lew’s remarks were across a broad spectrum of the financial sector, including “hedge funds, asset managers, 
insurance providers, exchanges, financial market utilities, and banks” whose “cyber defenses are not where they should be 
and who should and could be doing more.” Those organizations would be well advised to take steps now to put their 
cyber-attack defenses and response protocols in order, before the Treasury Department or another federal agency knocks 
at the door. 

Secretary Lew left no ambiguity in taking jurisdiction of the cybersecurity problem as it affects the financial services 
industry.  He observed that the current state of the law does not do enough to foster information sharing about cyber 
threats or “defense of the public from digital threats.” Noting that the Department of the Treasury is “the federal agency 
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responsible for the financial services sector,” he laid out a number of steps and initiatives for cyber defense and response, 
the entities and levels of management responsible for digital information defenses and how the Administration will 
proceed to assure that those defenses are implemented in a way that protects the industry and the public.   

The problem of cyber threats, the Secretary said, goes beyond traditional financial service organizations.  Noting that the 
Target breach stemmed from an incursion into the Target in-store systems, where credit card information was processed 
and stored, through a vulnerability in a heating, ventilation and air conditioning contractor’s network. Secretary Lew said 
that Treasury will be looking at the safeguards of “related companies,” including vendors and contractors.  Due diligence 
into the cyber security protocols of those companies will also be a subject of inquiry, he continued, advising that “just as 
you consider counterparties when you take financial risks, you should also consider your counterparties in the area of 
cyber risk.” The Department’s preliminary inquiries in this area have already begun, he continued, noting that the Deputy 
Secretary of the Treasury, Sarah  Bloom Raskin, will be working with federal and state regulatory agencies to reduce 
cyber risks to the financial system, and is “looking beyond traditional financial services to explore regulatory, security and 
consumer protection aspects of financial technology.” Entities that will be assessed for cyber safeguards will include 
information processors, consultancies, IT vendors, information application developers and law firms. 

Remediation of weaknesses in cybersecurity requires management to implement protocols that include adherence to best 
industry practices and protocols, the Secretary said, noting that firms and their contractors and vendors should consult the 
National Institute of Standards and Technology’s (NIST) Framework for Improving Critical Infrastructure Cybersecurity, 
released in 2014.  Management will be held responsible for lapses in cybersecurity defenses or response protocols, he 
implied. Responsibility for cyber-attack defenses, the Secretary said, is not confined to the IT Department. Following on 
SEC Commissioner Aguilar’s June 10 speech in which he stated that cyber security is a Board responsibility, Secretary 
Lew was quite explicit in laying responsibility at the door of management – all levels of management.  He stated that 
“owners of businesses should know how strong the company’s defenses are, if breach response plans are in place and you 
should be getting regular reports on threats and responses.” 

Cyber assessments have already begun, the Secretary told the audience at the Delivering Alpha Conference. The Federal 
Financial Institutions Examination Council is including a cyber-risk assessment in its examinations conducted during this 
summer. Treasury will work coordinate these efforts between and among federal agencies, such as the Departments of 
Homeland Security and Energy (the Federal Trade Commission is already pursuing litigation against Wyndham, 
Worldwide, Inc., for a massive cyber breach), “to increase our effectiveness across sectors.” In other words, Treasury is 
part of a growing governmental effort to assess, audit and thereby enhance cyber protections in an age where lax security 
protocols, for whatever reason, can lead to significant disruption that can ripple across the financial services and retail 
sectors. 

The time to perform a digital information security assessment, then, is not when the organization gets an email from 
Treasury, the SEC or the FTC asking for access to the company’s systems and cybersecurity policies. Given Secretary 
Lew’s remarks about the intentions of the Administration in this area, financial services firms and their contractors, 
consultants, applications developers, law firms and accountants would be well advised to assess their information 
safeguards now, beginning with a data map that will document what information the organization has, how it uses it, 
where it is sent and how it is stored and accessed.  The SEC CyberSecurity Risk Alert of April 15, 2014, read together 
with the NIST Framework for Improving Critical Infrastructure Cybersecurity, is a good way to familiarize the 
organization with industry best practices, but additional guidance is needed. Forensic analysts should review the 
organization’s systems for vulnerabilities, and counsel should be retained to review policies and practices and provide 
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advice on whether the protocols meet industry requirements for cyber security, information security requirements for 
international transfers and recommendations for remediation that would bring those policies and practices into compliance 
– before an analyst from a federal agency finds them wanting. 

 

Ken Rashbaum heads Barton LLP’s Privacy and Cyber-Security Practice. His team provides counsel on cyber-security 
assessments and cyber-security insurance coverage, drafts required policies and procedures and training materials and 
delivers cyber-security workforce training. The firm also represents organizations subject to an investigations, audits and 

litigation arising from data breaches. 
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Barton LLP is a full service firm, providing a full range of corporate, business law and litigation support to public and private middle-
market and Fortune 1000 businesses.  Our mission is to provide effective and efficient delivery of high quality legal services by 
partnering with our clients to understand their business goals. 
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